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SAML based SSO - Login with MS Azure AD

Organimi has implemented SAML based SSO for Premium account holders ... this document
will walk you through the steps to set up the integration with Microsoft Azure Active Directory

Step 1

Go to your Azure AD default directory and click “Enterprise Applications”
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Then click on “Create New Application”
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Step 2

Then click on “Create your own application” and enter “Organimi” as the name of the APP

Select the radio button that says “Integration any other application you don’t find in the gallery
(Non-gallery)”

Click the “Create” button
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The Azure AD App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on {  application that is not in the gallery, you can create your own application here.
leverage prebuilt templates to connect your users more securely to their apps. Browse or create your own application
for other organizations to discover and use, you can file a request using the process described in this article. What's the name of your app?
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Now select “Single sign-on” and click on the big button area for item “2. Set up single sign on”
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On the Single sign-on page chose the big button for SAML
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Home > Default Directory | Enterprise applications » Enterprise applications | All applications

) organimi-setup-instructions | Single sign-on

Select a single sign-on method

Disabled

Single sign-on is not enabled. The user
won't be able to launch the app from
My Apps.

Password-based
Password storage and replay using a
web browser extension or mobile app.

> organimi-setup-instructions

Single sign-on (SSO) adds security and convenience when users sign on to applications in Azure Active Directory by enabling a user
in your organization to sign in to every application they use with only one account. Once the user logs into an application, that
credential is used for all the other applications they need access to. Learn more.

Help me decide
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SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol.

Linked
Link to an application in My Apps
and/or Office 365 application launcher.
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Step 3

On the SAML-based Sign-on page click on the “Edit” button for item 1 the Basic SAML
Configuration.
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In the Basic SAML Configuration popup set the value for the “Identifier (Entity ID) to be
“https.//app.organimi.com’

And set the value for the “Reply URL (Assertion Consumer Service URL)” to be
“https://app.organimi.com/api/v7/auth/login/saml/callback’
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Scroll down the pop-up window and set the “Relay State” value to be a small JSON object that
is in the format of:

{"company" : "YOUR-COMPANY-ALIAS"}

Where you replace the placeholder with your company name. This name will also be required
later when setting up on the Organimi side and asked for the company-alias. And anyone who
wishes to login using this IDP, will be asked to enter this name when signing in from the
Organimi login page.
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Click Save on the Pop-up and then “No I'll test later” when prompted

Step 4
In part 2 of the setup “Attributes & Claims”, click on the edit button.
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In the “Attributes & Claims” window we will set up 4 claims, one Required claim for the Unique
Identifier and 3 Additional claims for the attributes used to match over to the Organimi system
for the User’s details.
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For the Unique User Identifier Required Claim (the first one), we need to make sure it's set to
Email Address. This is typically the “user.userpricipalname” in Azure AD but may be different
depending on how your Azure AD is set up.
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For the 3 Additional claims we will set up with email, firstname & lastname.

For the first one change the name from “emailaddress” to be just “email” all lower case and
should map to the Source attribute of user.email. Make sure to delete the Namespace default
value as the Namespace should be empty.
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For the second Additional Claim set the Name to be “firstname” all lower case, remove the
Namespace value so that is empty and then set the source attribute to be “user.givenname”
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There is a default Additional claim usually for “user.userpricipalname” but we can delete this one

as it is not used.
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The final Additional claim is of the last name ... set the Name to be “lasthame” all lower case,

remove the Namespace value so that is empty and then set the source attribute to be
“user.surname”
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With these sections completed it should look something like this.
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Step 5

With the configuration completed you will want to download and save the “Federation Metadata
XML”. This is an XML file and will be needed to configure the setup on the Organimi side.
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Expiration 3/9/2026, 1:36:57 PM

& Owners Notification Email abdulraheem.abid@arganimi.com

&, Roles and administrators App Federation Metadata Url https://login.microsoftonline.com/60c05850-2ac2-... [y
Certificate (Base64) Download

%
&8 Users and groups Certificate (Raw) Download
9 single sign-on Federation Metadata XML Download «

@ Provisioning

Verification certificates (optional) (Preview) / Edit
. s m L
Bl Application proxy Required No
C  self-service ACU_VE 0
Expired 0

o Set up organimi-setup-instructions
Security

® Conditional Access You'll need to configure the application to link with Azure AD.

Login URL X : . v T
B Brmissions g [ https://loginmicrosoftonline.com/60c05850-2ac2-... [ |

s Azure AD Identifier | https://stswindows.net/60c05850-2ac2-4a97-b7c.. [ |
E




Step 6

You can set up the Organimi logo on the “Properties” page. A suitably sized Organimi logo is
available for easy download at:

https://drive.google.com/file/d/1IW90r60-mUPM-MRt6gDySBJs774knBaE/view
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https://drive.google.com/file/d/1lW90r60-mUPM-MRt6qDySBJs774knBaE/view

Step 7

Now over to the Organimi side of the set up ... visit https://app.organimi.com, login to your
account using any social login, or username/password. Click “My Account” and select the “SSO
Settings” tab.
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https://app.organimi.com

Note: if you don'’t see the “SSO Settings” tab? Contact Organimi to have SSO enabled for your
account (Premium account required)

Click on the “Configure IDP” button

X
My Info .
Y SAML SSO Config
License
Account Owners Service Provider Metadata Setup Instructions
Webhooks e ) . .
@ nttps:f/app.organimi.com/api/v7/auth/login/sami/callback @
API Settings

S50 Settings {1} https://app.organimi.com @
Tran
Deral (

(Y Meompany""zengarin-tast-nina”
Delete Account (i) {"company™’zengario-test-nine"} 1N

(@ email, firsthname, lastname

1Y carvira P Aar e p -

(i) Service Provider Metadata File Download (xml)

Your Identity Provider

Add your IDP to enable SSO for this account / Configure IDP

For the remainder of this set up example the value that we will use for the
“YOUR-COMPANY -ALIAS” will be “zengario-test-nine” so you would replace the small JSON
object from above that was ...

{"company" : "YOUR-COMPANY-ALIAS"}
... with the small JSON obiject that is ...

{"company":"zengario-test-nine"}




On the “SAML SSO Config” screen enter:

1. Company Alias: Enter your company alias. It should match exactly with the name

entered in Azure AD for the “YOUR_COMPANY_ALIAS” value.

2. IDP Metadata: Drag and drop the XML file that was downloaded from the “Federation
Metadata XML” step on the Azure AD side into the “drop area” as highlighted below.
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License

Account OWners Service Provider Metadata

Webhooks o

@D v/api/v7[auth
API Settings
SSO Settings @ hyy Ipp.organimi.con

Transfer Account

Delete Account

G} email, firstname, lastname

G} Service Provider Metadata File

Your Identity Provider

Company Alias

zengario

Entity ID

X509 Certificate

f‘-..'1| Dq

‘ CANCEL ‘ SAVE

Setup Instructions

[login/saml/callback @

I8

Download (xml)




The remaining fields for the “SSO URL”, “Entity ID”, and “x509 Certificate” should be
automatically filled out from the contents of the XML file.

3. Click the SAVE button

My Info

License

Account Owners
Webhooks

APl Settings

SSO Settings
Transfer Account

Delete Account

SAML SSO Config

Service Provider Metadata Setup Instructions
Calleack URL
@' https://app.organimi.co m/apifv7/auth/ ogin/sam [callback @
SP Entity IC
@ https://app.organimi.com 0
Default Relay State
@ {"company":"zengario-test-nine"} @

Required Attributes

@ email, firstname, lastname

(D service Provider Metadata File Download (xml)

Your Identity Provider
Company Alias

zengario-test-nine JANEO)

S50 URL

https://dev-55539452.okta.com/app/dev-55539«

Entity ID
http:f /www.okta.com/exk8pl5qB8mCk30gDASd7

X508 Certificate

MIDgDCCApCYAWIBAGIGAYbeTh0ZMAOGCSqGSID3DQEBCWUAMIGUMQS
wCQYDVQQGEWJVUZETMBEG

AIUEC AwWKQ2FsaWZvem5pYTEWMBQGATUEBWwWNUZFUIEZyYW5jaXNjbzEN
MASGAIUECQWET2tOYTEU
MBIGAIUECWWLUINPUHJvdmMIKZXIXFTATEgNVBAMMDGRIIOINTUZOTQIMjEC
MBoGCSaGSIb3DOEJ

‘ CANCEL ‘




My Info .
4 SAML SSO Config
License
Account Owners Force SAML SSO Login »
Webhooks Enabling Force-SSO will require everyone with access to this account to login
) with one of your configured SAML based IDPs. Only enable this after successfully
API Settings logging in using your configured IDP

SSO Settings
Your Identity Provider

Transfer Account

Alias: zengario-test-nine ‘&) @]
Delete Account Entity ID: https://sts windows.net/60c05850-2ac2-4a97-b7c7-¢697580ff0...

Your Identity Provider should show the Azure AD Entity ID that you just set up, which means
IDP configuration is accepted.

Note: If you do not reach to this point and see an error message on clicking the “SAVE” button,

Contact Organimi support @ support@organimi.com


mailto:support@organimi.com

Step 8

Now it's time to test logging in with your configured IDP. First logout from your account. Then
login by clicking “Sign in with SSO”. In the next screen, type in the company name matching
from the earlier steps for “YOUR_COMPANY_ALIAS” then click login.

You should be redirected to your Azure AD IDP where you can be authenticated. Once
successful, you will be redirected back to Organimi and will be logged in.

Organimi eh

71817

Account Login

G Sign In with Google

m Sign In with LinkedIn

== Sign In with Microsoft

Oa  sign Inwith S50

Or login using your emaiil

Email Address

Password o |

Forgot your password?
Sign up for a new account

© 2023 Organimi Inc. All rights reserved.
Privacy Policy




Organimi Pa

71817

Account Login

~ Company Name

Sign in without SSO

© 2023 Organimi Inc. All rights reserved.
Privacy Policy

LT el

£t 2

Account Login

Company Name
[zengario-test-nind |

Sign in without SSO

© 2023 Organimi Inc. All rights reserved.
Privacy Policy




B Microsoft

Sign in

[Email, phone, or Skype

Can't access your account?

Next

QS Sign-in options

B® Microsoft

bre @ li.com

Approve sign in request

@ Open your Microsoft Authenticator app and
approve the request to sign in.

| can't use my Microsoft Authenticator app right now)

More information

And you are in. If you click the Change Account link on the Organimi screen you will see that
you are logged in with SAML SSO



Orgclnimi fogcys) L\ | QuickLlinks v ® @

~

New Organization

My Organization

Select Primary Account x

Chart Nam| C Last Updated Chart Type

&II Owner of Zengario Test

| SELECT |

Is your account not listed above?

B O S

My Account Access

Create Your First Chart

Change Account

Step 9

You can also enable “Force-SSO” from the configuration tab. Which will require everyone using
this account (including you), to login using your configured IDP only, in order to access
resources under this account. Other login methods (social & username/password) will not be
allowed access to the account.

Note: As the account owner, It's recommended that you test logging in with your IDP first before
turning on this setting, as you will not be able to access the account via any other login methods
after you enable the “Force-SSO” option.



My infe SAML SSO Config

License

Account Owners Force SAML SSO Login \ »

Webhooks Enabling Force-SSO will require everyone with access to this account to login
) with one of your configured SAML based IDPs. Only enable this after successfully
API Settings logging in using your configured IDP

S50 Settings
Your Identity Provider

Transfer Account
Alias: zengario-test-nine f @
Delete Account Entity ID: https://sts.windows.net/60c06850-2ac2-4a97-b7c7-c697580ff0..

Are you sure to to enable force-SS0O?

Enabling Force-SSO will require everyone with access to this account to
login with one of your configured SAML based IDPs. Only enable this after
successfully logging in using your configured IDP

e

If you were logged into Organimi with you SSO IDP Account then you will just see that the
switch is now on for “Force SSO”



My Info

License

Account Owners
Webhooks

API Settings

S50 Settings
Transfer Account

Delete Account

SAML SSO Config

Force SAML S50 Login \ PY

Enabling Force-SSO will require everyone with access to this account to login
with one of your configured SAML based IDPs. Only enable this after successfully
logging in using your configured IDP

Your Identity Provider

Alias: zengario-test-nine f @
Entity ID: https://sts.windows.net/60c05850-2ac2-4a97-b7c7-c697580ff0..

If, however, you were logged in to Organimi with your social login or username/password your
access to the account will be immediately disabled and you will be taken to the Account
Selection Screen and you will see that your access to the account is locked. You could disable
the “Force SSO” (only available to account owners) ... but normally you would just logout from
Organimi and log back in from your SSO IDP Account.

Organimi ofefh

fa} ® @

Select Primary Account

Logged in with Username & Password H

ﬁ Owner of Zengario-Test

3 admins, 1 organization, 0 charts

DISABLE FORCE SSO %

Is your account not listed above?

| SELECT ‘




Organimi oeth

Select Primary Account

Logged in with Username & Password

& Owner of Zengario-Test

3 admins, 1 erganization, 0 charts

DISABLE FORCE SSO ‘

Is your account not listed above?

o o @
Colin Cuthbert |

cc colind2@zengario.com

() Logout -

Organimi o

71533

Account Login
G Sign In with Google
m Sign In with LinkedIn

@ SignInwith Microsoft

Qg  sign inwith ss0 \

Or login using your emaiil

[ Email Address

Forgot your password?

Sian up for o new account




Step 10 - Chart Settings

In order for a user to see an Org Chart that has been set up in Organimi ... you will have to
either invite them specifically to the chart or enable “General Sharing”. We recommend the
“General Sharing” set up for SSO users to the primary chart or charts meant to be shared with
all SSO users.

Sharing and Invitations are set-up on a per chart basis so for each chart you want to share you
would set up General Sharing to one of the three settings shown below in the screen shot.

e SSO login does NOT imply chart access - this setting means that just because a user
has access to Organimi via SSO they do not automatically have access to this chart.
With this setting only users specifically invited to the chart in the Organization settings
will be able to access this chart.

e SSO Login can VIEW this chart by default - this is the most common setting and will
grant anyone who accesses the Organimi account via their SSO login will have Viewer
level access to the chart meaning they can see the chart and expand an contract the
levels but they cannot make any changes to the role cards, people or the styling.

e SSO Login can EDIT roles in this chart by default - this setting will grant anyone who
access the Organimi account via their SSO login will have Editor access to the chart and
will be able to edit the role carts, people and the chart hierarchy. This setting is usually
used when only a few users will be provisioned to access Organimi in SSO.

General Sharing

SSO IDP
§SO IDP

Restrict SSO users to have default access to this chart. Viewer and Editor access
a,. , Supported; when SSO enabled.

Coming Soon

Private Sharing

) SSO Logged In User Access
Bulk Invites

Private Access SSO login does NOT imply chart access

(O ss0login can VIEW this chart by default

Link Sharing O SSO login can EDIT roles in this chart by default
Public Link
Password Protected Link
COMING SOON
Website Embed New Generic options allowing people in your charts to be given access to the chart without

having to manage their access individually.
Iframe Code

Whitelisted Domains Contact support@organimi.com for more details



When the General Sharing is set to “NOT imply chart access” (the default) you will need to invite
users specifically to your Organizations as Admins or Charts as Editors or Viewers ... if the
General Sharing is set to “NOT imply chart access” and the user has not been invited and
granted access to any Organizations or Charts in Organimi they will be greeted with a message
telling them they do not have access to any accounts in Organimi ... if this happens then simply
invite them to the Organization as an Admin or to one of the Charts as an Editor or Viewer.

Organimi ddh o 1o @

Danica Donaldson
ddi0l@zengario.com

Select Primary Account
(1) Logout

Mo Accounts Found
Were you invited to Organimi under another email?

Is your account not listed above?




Step 11 - Organimi Direct Access URL

The account owner can send the User access URL from the Azure AD to the group once they
have been provisioned access to Organimi ... then users can directly access the Organimi
Account from the link with their SSO credentials.

Microsoft Azure P Search resources, services, and docs (G+/) e ]9 & 0O & abdulraheem.abid@org... @&

DEFAULT DIRECTORY (ORGANIMI... @9

Home > Default Directory | Enterprise applications > Enterprise applications | All applications > organimi-setup-instructions

!|! organimi-setup-instructions | Properties - X

1 Enterprise Application

& &l save X Dpiscard [i] Delete A Got feedback?
B Overview
View and manage application settings for your organization. Editing properties like display information, user sign-in
Deployment Plan settings, and user visibility settings requires Global Administrator, Cloud Application Administrator, Application

. Administrator roles. Learn more,
K Diagnose and solve problems

If this application resides in your tenant, you can manage additional properties on the application registration.

Manage
A= Enabled for users to sign-in? © [ Yes Ne )
il Properties =
B ouiries Name * © [ organimi-setup-instructions ]
&. Roles and administrators Homepage URL ® [ https://accountactivedirectory windowsazure com:444/applications/de... I |
& Users and groups
grewe Logo @
) Single sign-on
@ Provisioning
b Application proxy Select a file | =]
C Self-service -
User access URL © [ httpsy//myapps.microsoft.com/signin/c06d3212-b213-4fec-8d8f-8e62.. I |
Application 1D @ [ c06d3212-b213 4fec-8d8F 8e623a4a5e13 n]
Security Object D © ‘ e8e2d3fb-a701-4eeb-8e26-a47e308c8ed2 s} ‘
. conditianal Asctes Terms of Service Url () [ Publisher did not provide this information |
2 Permissions
Privacy Statement Url @ ‘ Publisher did not provide this information a} ‘

- T Y

Thank you for being an Organimi customer and please contact us at support@organimi.com if
you run into any issues or have any questions that are not covered in this document or are
beyond the scope of this document.
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